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Abstract: Alphanumeric passwords are the first line of defense in security for most 

information systems. Morris and Thompson identified passwords as a weak point in an 

Information System’s security, 35 years ago. Their findings showed that 86% of the 

passwords were too short, contained lowercase letters only, digits only, were easily found 

in dictionaries and/or easily compromised. The objective of this paper is to perform a 

systematic literature review in the area of passwords and passwords security, in order to 

determine whether alphanumeric passwords are still weak, short and simple. The results 

show that only 42 out of 63 relevant studies propose a solid solution to deal with the 

identified problems with alphanumeric passwords, but only 17 have statistically verified it. 

We find that only 3 studies have a representative sample, which may indicate that the 

results of the majority of the studies cannot be generalized. We conclude that users and 

their alphanumeric passwords are still the “weakest link” in the “security chain”. Careless 

security behavior, involving password reuse, writing down and sharing passwords, along 

with an erroneous knowledge concerning what constitutes a secure password, are the main 

problems related to the issue of password security. 

Keywords: authentication; password security; password security problems; systematic 

literature review 

1 Introduction 

The rapid growth of the Internet technology and the widespread use of the World 

Wide Web (WWW) has changed the way people operate nowadays. The increased 

number of online services, online social networks (e.g. Facebook, Twitter, etc.) 

and other websites that have content that is tailored to the users’ interests, has 

increased the need for authentication mechanisms. Authentication is the core of 

today’s Web experience [1]. Online services, social networks and websites require 

an authentication so that users can create a profile, post messages and comments, 

and tailor the website’s content so it can match their interests. 
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In an information security sense, authentication is the process of verifying 

someone’s identity. Typically, authentication can be classified into three main 

categories: knowledge-based authentication - “what you know” (e.g., textual or 

graphical passwords), biometrics authentication - “what you are” (e.g., retina, 

iris, voice, and fingerprint scans), and token-based authentication - “what you 

have” (e.g., smart cards, mobile phones or other tokens). Lately, another 

alternative authentication method is becoming more available - the two-step 

verification. The problems with these alternative authentication methods are not 

related to the security itself, in fact, these methods also provide excellent security 

for the system. Instead, the weaknesses of these authentication methods are that 

they can be expensive (biometrics, smart cards), they must be carried around at all 

times when access to the system is required (smart cards, two-step verification), 

they are difficult to implement on a large scale, and they are not widely accepted 

by the users. Single Sign-On (SSO) is another method for authentication that is 

recently becoming more available, that provides access to many resources once 

the user is initially authenticated. However, a recent study [2] found that SSO 

solutions impose a cognitive burden on web users, and users have significant trust, 

security, and privacy concerns, which hinders the wide acceptance and usage of 

SSOs. 

We focus on the textual passwords and their security simply because the 

username-password combination used to be [3] [4] and still is the most widely 

used method for authentication [5]. Even though passwords suffer from a number 

of problems, they continue to be one of the most common control mechanisms to 

authenticate users in information systems, due to their simplicity and cost 

effectiveness. The problems related to textual passwords and password security 

are not new. Morris and Thompson [6] were first to identify textual passwords as a 

weak point in information system’s security. More than three decades ago, they 

conducted experiments about typical users’ habits about how they choose their 

passwords. They reported that many UNIX-users have chosen passwords that 

were very weak: short, contained only lower-case letters or digits, or appeared in 

various dictionaries. Zviran and Haga [7] had similar findings in their study 

conducted 20 years later. They came to the conclusion that users are one of the 

biggest threat to information system’s security. In their study, almost half of the 

users created passwords composed of five or fewer characters, 80% had only 

alphanumeric characters, and 80% never changed their password. 

The objective of this paper is to perform a systematic literature review of studies 

related to textual passwords and textual passwords security. There are three 

reasons for conducting the review in this specific field. The first reason is to 

identify any problems that may arise in creating or managing textual passwords. 

The second reason is to assess the current situation of passwords with respect to 

password strength, password management and password memorability. Finally, 

the third reason is to find out whether the users are still considered the “the 

weakest link?” in information security. 
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The paper is based on our previous work [8] where we presented the preliminary 

results of our systematic literature review. We extend our preliminary work by 

including additional papers that were published in the period from 2014 to 2018. 

We improve our systematic literature review in a more detailed and strict manner. 

We also perform quality assessment for the relevant studies and categorize the 

data extracted from the studies in order to answers our research questions more 

effectively. 

2 The Review Methodology 

A systematic literature review (SLR) is “a means of identifying, evaluating and 

interpreting all available research relevant to a particular research question, or 

topic area, or phenomenon of interest.” [9]. Most research studies begin with the 

process of literature review. The extent and the properties of the review are not 

necessarily fully consistent with the research methodology of systematic literature 

review. If a literature review is not conducted in a thorough and proper way, its 

scientific value is low. To this end, we need a systematic literature review carried 

out in accordance with a pre-defined search strategy. When performing our 

systematic literature review, we took in consideration the guidelines by 

Kitchenham and Charters [9] for performing SLR in software engineering. These 

guidelines propose carrying out the systematic literature review in the form of 

three major phases: planning the systematic literature review, conducting the 

review and reporting the review (presenting the results). The tasks performed in 

each phase are described in more detail in the following subsections. 

2.1 Planning The Systematic Literature Review 

A review protocol should be defined prior to conducting the systematic literature 

review in order to reduce the researcher’s bias [9]. The protocol prescribes pre-

review activities and, in our case, includes defining the research questions, 

defining the search strategy, defining the study selection procedure, defining the 

quality assessment checklist and data extraction strategies. 

2.1.1 Research Questions 

We used a modified version of the Population, Intervention, Comparison, 

Outcomes, Context (PICOC) [9] [10] structure, in order to construct well-

formulated research questions. This structure contains the attributes that can help 

us define the research questions. The population is represented by textual 

passwords, while the intervention is represented by different approaches (methods, 

strategies or techniques) used for creating and managing textual passwords. The 
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attribute comparison is not applicable, because we do not compare textual 

passwords with other types of passwords, since our subject of interest are strictly 

textual passwords. The outcome refers to the problems that may arise when 

creating and using (or managing) textual passwords. The context are the user-

selected textual passwords and the relationship between the users and their textual 

passwords. 

Considering the above structure, we formulate the following research questions: 

 RQ1: What are the major problems with creating and managing textual 

passwords? 

 RQ2: What is the current situation of textual passwords with respect to 

the password strength, password management and password 

memorability? 

 RQ3: What is the relationship between users and textual passwords? 

– RQ3.1: Are the users still “the weakest link”? 

We defined the RQ1 to get a better view if the past, and already known problems 

related to creating and managing textual passwords, still exist today. Please note 

that the term “managing” is referred to the way users use and store their 

passwords, and manage the aspects surrounding it (e.g. how often do they change 

it, do they reuse the password on several other services and accounts etc.). 

In addition, we are interested in the current situation of textual passwords with 

respect to the password length, password management and password 

memorability. This issue is covered by RQ2 and helps us assess the current 

situation of textual passwords so we can make a comparison with earlier findings 

in this area. 

Furthermore, RQ3 helps us assess the current relationship between the users and 

their textual passwords. Users were already identified earlier as “the weakest link” 

because they used very week passwords (short, contained only lower-case letters 

or digits, or appeared in a dictionary). Confirming that this statement still holds, 

combined with the answers to the RQ2, can help us outline directions for future 

research that can be used in aiding the users when selecting and managing their 

textual passwords. 

2.1.2 Search Strategy 

The important phases of our literature search strategy are: initial search and 

reference search. The initial search was performed over digital libraries. When 

selecting the digital libraries, we followed the recommendations in [9]. We also 

took into account our knowledge and practical experience, and the fact that we do 

not have access to all digital databases. We carried out the search through the 

following databases: IEEEXplore, ScienceDirect, SpringerLink and ACM Digital 
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Library. The Google Scholar database was also considered, but was not included. 

Later in the paper we will explain the reasons for not including this database. We 

used these databases since they provide for many of the leading publications in the 

Computer Science field. Furthermore, these databases allow searching by 

keywords. We restricted the initial search to articles in journals, conference papers 

and books/book chapters written in English that were peer-reviewed and published 

since 1979, i.e., the year when the first article in the area of password security was 

published. We conducted this search in 2018. Therefore, this systematic literature 

review includes studies that were published before and including 2018. 

We composed a search string for searching through the digital databases. The 

search string contains major search terms from our research questions connected 

by using Boolean OR: 

 (“password security” OR “password strength” OR “password memorability” 

OR “password cracking” OR “password management”). 

During the search of the digital databases it was necessary to slightly modify the 

search string and to modify it in such a way so it could fit the syntax requirements 

and capability of the search engine of each digital database used. 

After the completion of the initial search, we performed a reference search by 

reviewing the reference lists of studies found in the previous step in order to 

identify additional studies that are relevant to our review. 

2.1.3 Study Selection Procedure 

We performed the search by using the search string and the search result was a set 

of documents in which the search string appears partially or entirely. We excluded 

irrelevant studies and publications, and select those that are relevant to our study 

and may very likely provide answers to our research questions. We systematically 

selected the relevant studies by applying the following steps: 

1. We examined the paper titles and excluded the papers and publications 

that were clearly irrelevant to our search focus. 

2. We examined the abstracts and keywords in the remaining studies to 

select relevant studies. 

3. For filtering the remaining studies, we used inclusion and exclusion 

criteria given in Table 1. To carry out the selection in an objective 

manner and to reduce the likelihood of bias, we defined the inclusion and 

exclusion criteria during the definition phase of the review protocol (with 

a possibility of later adjustments during the search). 

The titles and abstracts of the documents do not always provide clear information 

whether the document meets the specified criteria. If this was the case, we took a 

further step and read the whole document to determine whether the it meets the 

inclusion and exclusion criteria, which is presented in Table 1. 
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Table 1 

Inclusion and Exclusion Criteria 

Inclusion criteria Exclusion criteria 

1. Studies that focus mainly on textual 

passwords 

1. Studies that focus on graphical 

passwords or any other type of user authen-

tication (biometrics, tokens or smart cards, 

etc.) 

2. Studies that focus on password security 2. Studies that deal with computer security 

or cryptography in general 

3. Studies that present method(s) for 

password creation 

3. Studies that are not peer-reviewed 

4. Studies that deal with issues or problems 

with password use, password management 

or password memorability 

 

2.1.4 Quality Assessment Checklist 

The quality assessment is a means of weighting the importance of the relevant 

studies and relates to the extent to which the study minimizes bias [9]. We 

evaluated the quality of the selected relevant studies and we based our quality 

assessment on a quality instrument which is a checklist that needs to be evaluated 

for each relevant study. Our quality assessment checklist comprises of three main 

questions, each of which directly corresponds to one of our main research 

questions. The questions are answered with ’Yes’, ’No’ or ’Partially’ to which 

values ’1’, ’0’ or ’0.5’ are assigned, respectively. Each of the quality assessment 

questions also contains additional sub-questions. The scores for the sub-questions 

are divided so that the overall score of each question would range between ’1’ 

(very good) and ’0’ (very poor). For example, the first question has four sub-

questions, which can be answered with ’Yes’, ’No’ or ’Partially’ for which values 

’0.25’, ’0’ or ’0.125’ are associated, respectively. The three quality assessment 

questions are: 

1. Does the study address any problem related to creating or managing 

textual passwords? 

a. Is it clear what problem is identified? 

b. Is the problem clearly defined? 

c. Is there a solution proposed for solving the identified problem? 

d. Is the proposed solution experimentally or statistically verified? 

2. Is the approach towards acquired data for password strength, password 

management or password memorability sound? 

a. Is the data retrieved through a questionnaire? 

b. Is the sample size known? 
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c. Is the sample representative? 

d. Is the data retrieved through an experiment? 

e. Is the experiment set in a realistic setting using real data? 

3. Does the study address the issue of users being “the weakest link”? 

a. Is the approach that addresses the issue well-defined? 

b. Is there a proposed solution for improving the relationship 

between users and their textual passwords? 

The academic studies about password security and usability can be divided into 

two major categories: studies of real world passwords (e.g. leaked/cracked 

password lists like the RockYou or MySpace password databases) and user studies 

[11]. Furthermore, the most common choices for a user study are online study (in 

a form of an online survey) and laboratory studies [11]. When it comes to such 

password studies an important issue is the ecological validity. Ecological validity 

refers to whether or not the findings of a research study are able to be generalized 

from observed behavior in the laboratory to real-life settings [12] i.e. do the 

participants of the study behave the way users would in real life. Ecological 

validity is very important in user studies, since it is believed that the description of 

the study can influence user behavior from the beginning of the study. The authors 

in [11] explored the impact user study setups actually have on the ecological 

validity of these studies. They came to a conclusion that participants are biased 

and their behavior changes due to the fact that they are participating in a password 

study. 

The terms “experiment”, “realistic setting”, and “real data” are closely related to 

the context of ecological validity. In our case, the term “experiment” can be 

defined as a laboratory study where users are not in their natural environment or 

an analysis done over leaked password lists. The term “realistic setting” can be 

defined as an environment where users are not aware that they are being studied 

(e.g. at home, at work etc.). The last term “real data” represents real world 

passwords that users are using in their everyday life. 

An experiment about users’ passwords, conducted over real world passwords (real 

data) or in an environment where users are not aware that they are being studied 

(realistic setting), can significantly reduce the potential bias. Furthermore, a 

combination of an experiment conducted in a realistic setting, using real password 

data, with a survey can additionally increase the value and the quality score of the 

study. 

2.1.5 Data Extraction Strategy 

In addition to the quality assessment check list, we need to extract relevant 

information from the selected studies for answering the research questions. To that 

end, and also to make sure that the task is performed in an accurate and consistent 
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manner, we used a data extraction form based on the research questions. Again, in 

order to prevent bias, it is important that this form is defined during the definition 

phase of the review protocol. Table 2 shows the data extraction form used for 

retrieving relevant data from the selected studies. 

Table 2 

The Data Extraction Form 

Data Item Description 

Basic information about the study 

   Title The title of the study 

   Author(s) The author(s) of the study 

   Venue Venue where the study is published 

   Type Type of the article (journal/conference/book section) 

   Year Year of publication 

Analysis of the abstract 

   Problem The problem statement in the abstract 

   Idea The idea of the paper described in the abstract 

Research data 

   Domain The domain of textual passwords 

   Research methodology The research methodology used for retrieving the results 

(experiment, questionnaire or both) 

   Sample The type and the size of the sample (if there is one) 

   Realistic setting Is the survey or the experiment conducted in a realistic setting 

using real data? 

   Identified problems Identified problems related to password use, password 

management or password memorability 

   Proposed solutions Proposed solution for the identified problems 

Interpretation of results 

   Conclusions Conclusions and findings from the research 

   Main results Main results of the research 

   Future work Future work stated in the study 

2.2 Conducting The Review 

2.2.1 Initial and Reference Search Results 

Table 3 lists the results from the initial (keyword based) search. The first column 

represents the electronic databases. The second column shows the number of 

studies found in each database, while the number of studies that have already 

occurred in another digital database is presented in the third column. The last 

column shows the total number of relevant studies (excluding the duplicates). The 

search resulted in relevant studies published in journals, conference proceedings 
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or book titles. When selecting the relevant studies, we used the predetermined and 

detailed inclusion/exclusion criteria, presented in subsection 2.1.3 Study 

Selection Procedure. The study selection in the initial search, in our case, was 

performed by one of the co-authors. After selecting the relevant studies from the 

initial search, the co-author consulted and discussed included and excluded papers 

with the other co-authors. We acknowledge that there is still a possibility of 

researcher bias in the process of study selection. 

Table 3 

Summary of Found and Selected Studies 

Electronic database Found studies Duplicates Relevant studies 

IEEEXplore 192 

20 

27 

ScienceDirect 88 9 

SpringerLink 1676 17 

ACM Digital Library 144 29 

Total 2100 20 82 

The initial search found a total of 2,100 candidate studies. We first examined all 

2,100 studies by reading the paper titles and removed studies that were unrelated 

to our research focus. The next step included reviewing the abstract of each 

remaining paper to exclude additional studies that are not relevant to our research. 

In some situations, the abstract did not provide enough information to determine 

whether a study is relevant to our research. In this case, we reviewed the 

introduction and the conclusions of the article, as well. Next, we examined the 

content of the remaining studies by reading the whole documents, and filtered 

them by applying the inclusion and exclusion criteria. After applying these three 

steps, 101 studies remained. As we were searching through different search 

engines, we encountered some duplicates, i.e., studies that already appeared in 

more than one digital database. In this sense, 20 studies were excluded because 

they were duplicates. In the end, we have 82 relevant studies from the search into 

4 electronic databases. Table 3 shows that the ACM Digital Library contributed 

the largest number of relevant studies (35.36%), while ScienceDirect contributed 

the smallest number of relevant studies (11.11%). Figure 1 shows the distribution 

of published relevant studies per year. 

We identified the relevant studies that provide the needed information for 

answering our research questions through a keyword based search in four digital 

databases. When using keyword based search, there is a potential risk of 

incomplete identification of relevant studies. There is a possibility that there are 

some relevant studies that do not explicitly mention the keywords that we use. 

Hence, there is always a risk that we might have missed some relevant studies 

during the initial search. When performing the initial search for relevant studies, 

we did not include the Google Scholar digital library because of a few reasons. 

The first reason is that Google Scholar only supports keyword search by title and 

full text and does not support keyword search within paper keywords and abstract. 
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Figure 1 

Distribution of relevant studies published per year 

The second reason is that this increases the number of hits and complicates the 

selection of relevant papers. The third reason for not including this digital library 

is that we performed a test search by using our search string, and while reviewing 

the first 10 pages (according to a study made in 2013 the first 10 pages in Google 

search results are the most significant and the most visited [13]), we came to a 

conclusion that they were containing articles that we have already found in other 

digital libraries, that we have included in our study. We found no additional 

relevant papers with this search. 

In addition, the search of the references of the primary studies found 8 additional 

articles that were not found by the initial search of the electronic databases. Thus, 

we used a total of 90 articles as relevant studies for our systematic literature 

review. 

2.2.2 Quality Assessment 

We performed quality assessment on the relevant studies based on three quality 

assessment questions presented in subsection 2.1.4. Due to the insufficient or 

unclear data in some of the papers (e.g., unknown sample size, unclear procedure 

for performing the study, unclear whether real data are used when performing the 

experiment or whether the experiment is set in a realistic setting, etc.), there is a 

slight possibility of bias when answering these quality assessment questions. This 

bias can later affect the data extracted from the relevant studies. In order to reduce 

the likelihood of bias, when fulfilling the quality assessment checklist and 

assessing the relevant studies, and to provide better quality assessment results, the 

quality assessment task was performed by two independent evaluators. The results 

were statistically compared in order to find out if there is an inter-ratter agreement 

between the two evaluators. We can achieve this if we compare the scores of the 

two evaluators using the Kappa coefficient, so we can find out if there is any inter-

ratter agreement. Kappa coefficient measures inter-ratter agreement for qualitative 

(categorical) items and takes into account the agreement occurring by chance. 
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Since there were only two evaluators/ratters per subject we used the Cohen’s 

kappa instead of Fleiss’ kappa, which is used in case there are more than two 

evaluators/ratters [14] [15]. 

Each evaluator assessed each of the 90 relevant papers by answering the quality 

assessment questions. This resulted in two sets of scores, which come from the 

same pool of relevant studies. The two evaluators/ratters were independent (i.e., 

one ratter’s judgement did not affect the other ratter’s judgement) and physically 

apart from each other. With these precautions we removed the potential for bias 

from the quality assessment evaluation as much as possible. 

The statistical comparison of the quality assessment scores of the two reviewers 

gives us the following Kappa Coefficients: k = 0.806 (p < 0.0005), k = 0.844 (p < 

0.0005), and k = 0.796 (p < 0.0005) for each quality assessment question pair 

respectively. These coefficients show that there is excellent agreement beyond 

chance [15]. Furthermore, since p <= 0.000 (or p < 0.0005), our kappa (k) 

coefficient is statistically significantly different from zero. 

The further classification of the relevant studies will follow the organization of the 

quality assessment. It is important to note that we only used the average quality 

assessment scores to organize the relevant studies, which are suitable for 

answering each research question, into tabular form so as to provide concrete and 

concise answers to our research questions. Our intention is not to objectively 

assess the quality of the studies, or in any other way to criticize any of the studies, 

since that is not the purpose of this research. 

3 Results 

In this section, we provide answers to our research questions, defined in Section 

2.1.1. We took a comprehensive analysis of the relevant papers to extract the 

necessary data from the selected relevant studies. The data extracted and used to 

answer each research question is organized in a tabular form. Only the studies that 

are associated with a score higher than ’0’ (quality score ’0’ means that the study 

is not relevant for answering the corresponding research question) for the 

corresponding quality assessment question are taken into account. The studies are 

sorted by multiple criteria: a descending order with respect to their average quality 

score and an ascending order with respect to the year that the study was published. 

For every research question, we present a summary of the results and a discussion. 
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3.1 RQ1: What are the major problems with creating and 

managing textual passwords? 

In order to answer this research question, we analyzed the relevant studies 

regarding the identified problems and proposed solutions for those problems. 27 

relevant studies have a quality score of ’0.5’ or lower. Such studies are further not 

taken into account, since provide an incomplete answer to this research question 

because the addressed problems are either not clearly defined in the study or there 

is no proposed solution. 

We analyzed the relevant studies to identify the most common problems and most 

common proposed solutions related to creating and managing textual passwords. 

We identified 11 different categories of problems related to creating and managing 

textual passwords: Human limitations, Multiple passwords, Weak passwords, 

Password reuse, Information overload, Password writing down, Users lack 

security knowledge, Strong password policies, Password sharing, Poor password 

management, Outdated password strength metrics. The studies that 1.) do not 

belong to any of these 11 categories, or 2.) neither identify a common problem nor 

specify a solution, are classified under the category Other. Due to the nature and 

the interrelationship of the problems related to creating and managing textual 

passwords, some problems were address by multiple studies.  

Figure 3 shows the number of studies for each identified category of the most 

common problems. 

 

Figure 2 

Identified categories of most common problems 

We found that almost all (86 out of 90) relevant studies address a problem related 

to creating or managing textual passwords. The most common problems are 

related to password reuse and are addressed by 12 out of 63. Reusing the same 

password for more than one account can cause serious damage and can 

compromise other accounts in the system. Enforcement of strong password 

policies is the second most common problem and is addressed by 9 out of 63 

studies. The problems related to users having multiple passwords to maintain are 
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addressed by 8 out of 63 studies. Further down the list are the problems related to 

users choosing weak passwords (7 out of 63 studies), human limitations (7 out of 

63 studies), users writing their passwords down (6 out of 63 studies), poor 

password management (4 out of 63), password sharing (3 out of 63 studies) and 

outdated password strength metrics (3 out of 63), the problems related to users 

lacking security knowledge (3 out of 63 studies) and the information overload (1 

out of 63 studies) as a reason for users having problems to remember and manage 

all their passwords. 

After identifying the most common problems related to creating and managing 

textual passwords, we went further analyzing whether those studies have proposed 

some solution for coping with the identified problems. The evidence from these 

relevant studies helped us identify the most common solutions proposed by the 

reviewed studies, for creating and managing textual passwords. By the studies we 

identified 13 different categories of proposed solutions related to creating and 

managing textual passwords: Mnemonic passwords, Password meter / password 

rule presentation, Cognitive passwords, Proactive password checker, A “user-

centered” approach, Password policy, Persuasive technology, Information 

security training, Associative passwords, Password manager, New password 

strength metrics, New password security scheme, Recommendations. The studies 

that do not belong to any of these 13 categories are classified under the category 

Other. Figure 3 shows the number of studies for each category of most commonly 

proposed solutions. 

 

Figure 3 

Identified categories of most common solutions 

We found that 42 out of 63 relevant studies propose a solid solution for an 

identified problem related to creating or managing textual passwords. The most 

common solutions are a new password security scheme (addressed by 6 out of 63 

studies). A “user-centered” approach (addressed by 5 out of 63 studies) and 

password policies (5 out of 63 studies) are the second most common proposed 

solutions. Following are information security training (5 out of 63), and new 

password strength metrics (4 out of 63) as an approach for encouraging users to 

choose stronger passwords. Further down the list are password meter or other 
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presentation styles (addressed by 3 out of 63 studies), proactive password checker 

(3 out of 63), and persuasive technology (3 out of 63) also proposed as solutions 

for encouraging users to choose stronger passwords, mnemonic passwords 

(addressed by 2 out of 63 studies), password manager (2 out of 63), and finally 

cognitive passwords (1 out of 63), and associative passwords (1 out of 63). Only 

17 of these studies have statistically or experimentally verified their proposed 

solutions. 22 studies propose a set of (unverified) recommendations, while 26 out 

of 90 propose neither a solution nor a recommendation. 

3.1.1 Discussion on Research Question 1 

Morris and Thompson [6] are the first authors that addressed the issue of password 

security in 1979. The goal of their experiments was to determine typical users’ 

habits related to choosing passwords. They found that users very often choose 

short and simple passwords that are constructed from a restricted character set 

(e.g., alphanumeric password with all lower-case letters) and can be found in 

dictionaries. To increase the difficulty of password cracking and to prevent the 

fast, simple attacks it is important that systems implement certain password 

policies that will require the passwords to contain a certain amount of entropy 

[16]. 

Unfortunately, users do not always comply with password policies. Basically, 

human limitations are one of the most common problems related to information 

security, that is still addressed today [17]. Research has proven that despite the 

recommendations by information system professionals and their efforts to educate 

users about secure password policies, users still tend to choose weak passwords 

that are easy to remember. Very often these passwords are based on user’s 

personal data, or a combination of meaningful details [7]. These problems can be 

related to users’ lack of security motivation and understanding of password 

policies. In our previous work [18] we performed a questionnaire where we tried 

to motivate and educate users about frequent password change. We analyzed the 

effect of password security training on user’s practices regarding password 

creation, frequent password changes and their consciousness about security and 

the importance of creating strong and hard-to-guess passwords. We found that 

educating users about password security and assisting them with creating secure 

passwords can raise the security consciousness of system users and can help 

achieve greater security. Unfortunately, in order to provide better password 

security, some security systems incorporate stricter password policies that are 

forcing users to create stronger passwords with higher amount of entropy. Entropy 

is a two-edged sword, since higher entropy increases the difficulty of the user to 

memorize a password [19]. One should be careful with creating a password 

policy. One “side-effect” of strong password policies is that users tend to 

circumvent password restrictions for the sake of convenience [20]. Another “side-

effect” of strong password policies noted in the literature is users writing down 

their passwords [21] [22]. Furthermore, due to the increased number of online 
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services requiring password based authentication, the number of different 

passwords for different accounts that one user has to maintain is increasing [23]. 

We expect users to follow common recommendations that say different passwords 

should be used for every account in order to prevent their other accounts and the 

accounts of other users in the system to be compromised [24]. Such 

recommendations are not in line with the issues related to human limitations that 

we mentioned earlier. This results in the users having many different accounts to 

maintain and many different passwords to remember, and tend to reuse their 

passwords. 

One of the most common vulnerability related to password security is the 

password reuse (using the same password or a very similar one for multiple 

accounts or secure items) [21] [25]. In a system where one password is used for 

authentication for more than one different accounts, password reuse can cause 

serious damage, if the password is successfully cracked for a single (not-so-

important) account. Information may be revealed that can aid the hackers in 

infiltrating into other accounts (including the ones that are far more secure that the 

first one) [24]. 

Since there is 35 years of research in this area, we were expecting that a proper 

and useful solution for solving the trade-off between memorability and security 

would have already been found. The above results give evidence that this is not 

the case. Contrary to our expectations, we find that only about half (42 out of 90) 

of the relevant studies propose a solid solution for better coping with the identified 

problems with textual passwords. Most of the relevant studies propose 

recommendations for better password creation and password management. We 

summarize the most common recommendations to the following: 

- A secure password should not appear in dictionaries, should not be too 

short and should not contain personal data 

- The use of special characters is strongly advised in order to increase the 

password security 

- Some of the studies recommend a strategy which consists of creating 

different passwords suitable for different accounts regarding their level of 

security (e.g. simpler passwords should be used for accounts that contain 

less important information) 

- Associative passwords (i.e. passwords based on associations) combined 

with guidelines for categorized passwords can ease the construction of 

strong and easy-to-remember passwords 

- The use of enterprise single sign-on is advised as a coping mechanism 

with password overload and eliminates the need for users to remember 

multiple passwords 
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Overall, this is a very low number of proposed solutions, given the fact that these 

problems have been known for some time now. Furthermore, in the next section 

we present that only a small number of these studies have verified their solutions. 

Despite all these solutions and recommendations, there is no common solution 

proposed or verified by the academic world, and businesses are far from a 

standardized solution. 

3.2 RQ2: What is the current situation of textual passwords 

with respect to password strength, password management 

and password memorability? 

We searched for attributes in our relevant studies that can help us assess the 

current situation of textual passwords with respect to their strength, management 

and memorability. We were interested in what type of research methodology is 

used (e.g., questionnaire, experiment), whether a realistic setting and real data are 

used and whether the sample is representative or not. 

We found that 70 out of 90 studies are relevant for answering our second research 

question. For this analysis we took into account all of the studies that had a 

research methodology. We only excluded the studies with score of ‘0’. By 

examining the relevant studies found that half of the studies (35 out of 70, or 50%) 

are neither conducted in a realistic setting nor use real data (real textual passwords 

that users use in their daily life). 

By analyzing the relevant studies, we identified 2 research methodologies that are 

used. All 70 studies have retrieved the data either through a survey 

(questionnaire), an experiment or a combination of a questionnaire and an 

experiment. A questionnaire as a research methodology was a choice for 23 out of 

70 (32.86%) studies, while an experiment was used in 30 out of 70 (42.86%) 

studies. Both research methodologies were used in 17 studies. A surprising fact is 

that only 3 out of 70 studies have a representative sample (as claimed by authors). 

3.2.1 Discussion on Research Question 2 

The findings presented in the previous subsection may indicate that the data 

related to textual passwords, collected by these studies, may not be accurate or 

may not reflect the reality. Conducting laboratory experiments and surveys in 

which participants are aware that they are being monitored, may lead to biased, 

less accurate or fake data. For example, participants may create fake passwords in 

order to protect their real ones or to quickly conclude the survey; or create 

stronger passwords if they are expecting additional effort. The fact that all 70 

studies have retrieved the data either through a questionnaire, an experiment or a 

combination of both, but only 3 out of 70 studies have a representative sample, 

may indicate that the retrieved results are neither statistically significant, nor 
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represent the population, or both. This is very important, since this increases the 

standard error and we cannot conclude whether the results are reliable or can be 

generalized. By analyzing the relevant studies for this research question we 

noticed that users are becoming more aware about the threats related to password 

security and the importance of creating passwords that are strong and hard-to-

guess [26]. Also, passwords became more secure over time regarding password 

length. The average password length has increased to slightly less than 7-8 

characters [25] [27]. Despite that, almost nothing has changed regarding password 

composition and password management. User-selected passwords are still weak 

(composed only of lower-case letters, upper-case letters or numbers), users still 

tend to write their passwords down, so they can easily remember them, still tend 

to share their passwords with their friends, and they also rarely change their 

passwords [28] [29]. 

Because of the ease with which random passwords are recoverable offline, we can 

expect that, in the future, the security of any information system that is based on 

passwords will be related to the availability of the material for passwords 

disclosure and not on how random and strong passwords are [30]. Therefore, 

stronger passwords may not be always the right solution, as long as the security 

mechanisms and protocols are well designed (e.g., freezing the account for a time 

if the wrong password is entered for a certain number of times) [31]. This can be 

more useful for smaller institutions with hundreds of users where more complex 

security protocols can be easily applied. Users can also be encouraged to design 

strong passwords using elements associated with a given service together with a 

personal factor [32]. We discussed in subsection 3.1.1 that the growth of Web-

based services will bring additional challenges for the users, since they will have 

to memorize even more passwords in the future. This can develop the need for 

some other usable alternatives to textual passwords in the future [27]. On the other 

hand, as discussed in subsection 3.1.1, it is very important to prevent users from 

entering weak passwords into the system, since this can lead to compromising 

other users’ accounts. In order to reach that goal a certain number of new 

password strength metrics and password meters have been developed [33]–[36] 

[37]. Nevertheless, due to the widespread use of the World Wide Web and the 

increased number of Web accounts that a user has to maintain, it is debatable 

whether these solutions can help users to cope with the large number of accounts 

and passwords. 

3.3 RQ3: What is the relationship between users and their 

textual passwords? (Are the users still “the weakest link”?) 

The issue of users being the weakest link in password security is addressed by 13 

out of 90 studies. By analyzing the 13 relevant studies we came to a conclusion 

that the user behavior is a common issue in the security of information systems. 

User are often treated by the security departments as a security risk that needs to 



V. Taneski et al. Sistematic Overview of Password Security Problems 

 – 160 – 

be controlled, consequently creating security mechanisms whose usability is rarely 

investigated [38] [39]. From what has been presented and discussed so far we can 

argue that users usually are not aware about the security threats and their 

importance in the security of any information system. The lack of communication 

between users and organizations (or their security departments) is still present and 

often leads to the development of useless security mechanisms because they are 

badly matched to users’ capabilities and their tasks [38] [39]. Therefore, if we 

want more usable security mechanisms for the users, then maybe we should use a 

“user-centric” approach for designing “usable security” (i.e., human factors should 

be given priority over technological factors) [40] [41]. Some preliminary studies 

even imply that “nudges” using multiple psychological effects could serve as 

important design cues towards making users to perform the intended behavior 

more easily [17]. On the other hand, Vidyaraman et al. [42] claim that users are 

nonetheless the enemies of the system and different security policies should be 

tailored for different types of users. They divide the users to ignorant and non-

compliant users. They argue that the solution to cope with ignorant users is to 

educate them about security mechanisms, and the solution to cope with non-

compliant users is to persuade them to follow the security best practices. Users 

and their textual passwords will continue to be “the weakest link” in any password 

system. Security departments should consider implementing a “user-centered” 

design in order to motivate the users to behave in a secure manner [20] [38]. Users 

have to be treated as partners in the endeavor to secure organization’s systems, not 

as the enemy within. 

Conclusions 

This paper presents the results of a systematic review of 90 relevant studies in the 

area of password use and password security. To the best to our knowledge, this is 

the first systematic literature review about password security problems. We 

identified the most common problems related to creating and managing textual 

passwords. We also outlined the various solutions proposed and used over the 

years. Because passwords continue to be one of the most common authentication 

mechanisms, we expected to find a considerably high number of relevant studies 

in the area of password use and password security. Contrary to what we expected, 

we found only 90 relevant studies, out of 2201 potential search results. Almost all 

of them (86), address a problem regarding to creating or managing textual 

passwords, but only 42 propose a solution for coping with the identified problems, 

which is a very low number of proposed solutions, given the fact that these 

problems have been known for almost 35 years. Furthermore, only 17 studies have 

statistically verified their solutions and used real data in their surveys or 

experiments, which may raise a suspicion that the retrieved data in the remaining 

studies is biased or may not reflect the reality. Finally, the most important finding 

is that only 3 studies have a representative sample, which may indicate that the 

results of the majority of the studies are not statistically significant and cannot be 
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generalized to the population. In other words, only the results of 3 studies can be 

regarded as scientifically acceptable. 

Overall, our results demonstrate that not much has changed in password 

management in almost 35 years. For example, an average user has 6.5 passwords 

(each of which is shared across 3.9 different websites), resulting in users, to very 

often, write them down, so they can easily remember them [43]. Lax security 

behavior involving password reuse, writing down and sharing passwords still 

exists, along with a lack of, or erroneous knowledge, about what constitutes a 

secure password. The main weakness in any password system is the end user, 

because they often choose weak and easily guessed passwords: dictionary words, 

names, birthdates, etc., only because they are easy to remember. Users’ awareness 

about the consequences of their password choice is not at a high level and a 

common solution regarding to password problems has not been proposed. 

In order to solve many password-related problems, much more research into the 

matter should be conducted. One way to increase password strength and decrease 

password “guessability” is devising future security policies, guidelines and 

education, in such a way, that will take into account human capabilities and 

strategies for dealing with password overload. A password manager could be used 

as a way of dealing with password overload. It could greatly reduce the need to 

remember or write down a password. The problem with common password 

managers is that they have a number of critical vulnerabilities (e.g. authorization 

vulnerabilities, user interface vulnerabilities, Web vulnerabilities etc.) [44]. They 

are also a single point of failure of the system, which is not quite recommended 

for achieving better security. Another way is to restrict the passwords that are 

entered in the system, by using a password checker, that filters out weak and 

easily guessed passwords. Most of the password checkers that we encountered 

during our systematic literature review, basically check for password length, 

perform a brute force or a dictionary check of the password, or entropy based 

checking for presence of non-alphabetic and upper-case characters [45] [46]. 

Lately, new ways of checking password strength are incorporated into password 

meters or password checkers [34] [35], that also check the probability of a given 

password to be chosen by the user. This means that meaningless but 

pronounceable passwords (which are easier to remember) should take precedence, 

thus, sacrificing some strength for usability. Understandably, such password 

checkers should be supported by an appropriate password policy. 

We have noted that stricter password policies can pose an additional burden to the 

users. There is a possibility that this kind of thorough and prudent proactive 

password checker that forces users to choose complex passwords, can add some 

additional difficulty for users, when selecting their passwords. Hence, our future 

research will focus on creating flexible password policies tailored specifically for 

certain types of users, following the recommendations from [22]. Furthermore, we 

want to combine flexible password policies with a proactive password checker, 

based on Markov models. Such a password checker could check the probability of 
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a given password to be chosen by the user. This approach could help users create 

strong and easy-to-remember passwords. 
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