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Abstract: Our study analyses the safety effects of Public Key Infrastructure (PKI), based
authentication mated, related to certain wireless communication based automotive functions.
The first part of the article focuses on quantifying the safety effect of quality of service (QoS)
parameters in the case of wireless communication based automotive functions. Based on this
concept, the paper discusses two scenarios: in the first case, there is no authentication
process applied during the communication, and in the second case, the communication is
secured by PKI authentication. This concept allows us to evaluate the safety effect of the
security overhead caused by the additional computation demand related to the authentication
process. Considering the results of our research, it becomes possible to define the
requirements and expected conditions, regarding the operational circumstances.
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1 Introduction

Our paper aims to evaluate how Public Key Infrastructure-based security solutions
(PKI) affect communication service quality and, thus, traffic safety. The reason why
we need to analyze the PKI authentication process in detail is the fact that the
available computational resources of the automotive systems are limited. Therefore,
we need to find an acceptable trade-off between allocating our resources to improve
the functionality and safety of the coordinated automotive applications or increasing
the security of our system [ 1] [2]. Wireless communication between the components
of the transportation system (e.g., vehicles, pedestrians, central management
system, etc.) can significantly contribute to improving safety [3] [4] since the actors
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of the cooperative intelligent transportation systems (C-ITS) will be able to
exchange real-time information on their positions, velocities, accelerations, and
planned trajectories. In certain cases, this information can be available sooner than
the data collected by an environment perception module, especially in the case of
some non-line-of-sight scenarios, where other sensor systems cannot detect the
other actors in time.

Different types of messages exist in cooperative, connected and automated mobility
(CCAM) systems that contain data used by safety-related applications. Cooperative
Awareness Message (CAM) is a widely used massage type that contains
information on the vehicle's position and dynamics parameters by default.
Therefore, it is well applicable for safety-related purposes [5].

To prevent malicious actors from joining the communication related to CCAM
processes, the system must be capable of checking the authorization of the
participants. CCAM systems use the PKI security solution to ensure authenticated,
reliable communication, especially considering non-repudiation, integrity, and the
freshness of the messages. X.509 PKI frameworks apply digital signatures,
timestamps, hash functions and pseudonym certificates to sign messages. This
provides both authenticity for CAMs and privacy for the users since the end-user
identities do not contain any identifying data. Furthermore, the different
authorization levels of CCAM system actors (such as police or normal driver) must
also be handled. This results in further computational tasks that need to be
performed beyond the processes of the classical automotive functions.

If it is not possible to assign additional computational capacity, the PKI
authentication process can increase the delay / latency of the message transfer
process. In everyday traffic scenarios, the extra computational demand needed for
the authentication does not cause any difficulties since efficient algorithms (such as
ECC - Elliptic Curve Cryptography) and application-specific hardware components
support the procedure.

However, for example in case of sub-optimal network performance even the slight
overhead introduced by PKI authentication can affect the system’s ability to
appropriately assess a safety-critical situation and react to it in time.

Therefore, the trade-off must be considered during the automotive development
processes to find an optimal balance between safety and security [6] [7], especially
considering automotive functions influencing high-risk processes such as braking,
steering, etc.

Network performance can be affected by several external and internal factors (such
as buildings, the weather, speed conditions, the number of actors participating in
the communication process, or the applied security solutions). On the other hand, it
must be emphasized that a malicious attack [8] or an unintentional error can
considerably decrease network service quality.
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Note that Public Key Infrastructure frameworks are also widely applied in other
domains to provide an acceptable security level of the systems (e.g., the energy or
the financial sector) [9] [10]. Many other research papers focused on the impact of
authentication on communication delay [11], the effectiveness of Credential
Management Systems related to CCAM solutions [12-15], and the security
overhead of different coding algorithms [16]. Following the studied related works,
we found that PKI authentication’s safety effect in automotive systems has not yet
been investigated in detail and needs further research.

To define the limits and boundaries where specific CCAM systems can be applied
in a safe way, developers should pay attention to identify the expected risk level of
the system related to particular combinations of the influencing factors. In that case,
the system can be operated in the safe interval of the influencing factors, staying on
the safe side. Accordingly, if the quality of service (QoS) decreases significantly,
either because of an attack or an error, the controllable influencing factors can be
modified to drive the system in a safe state [17-19].

2 Methods

This article investigates the expected effects of specific malicious interventions or
random errors related to wireless communication based automotive functions taking
into account the severity and probability of the considered unexpected event. Based
on this, the applied risk estimation concept is introduced in the first part of the
section, and in the next step, the probability estimation model is described [19].

2.1 Investigation Concept

During the evaluation, we investigated six cases focusing on intersecting vehicle
movements [20]. All investigated cases included two cars (Target Vehicle — TV,
Subject Vehicle — SV) where the neighboring legs of the junction meet at a 90-
degree angle. Table 1 includes the velocities of the vehicles.

Table 1

Investigated cases and the applied velocities

TCl1 TC2 TC3 TC4 TCS TCo

vry
/] 20 50 20 50 20 50

sy
/] 40 70 70 100 | 100 | 130
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In order to guarantee that the two vehicles are on a collision course, the starting
position of both vehicles are chosen accordingly. The test scenarios were built using
the Cohda VSIM simulation framework. In the test setup two Cohda MK5 On-
Board Units (OBUs) are used to facilitate wireless communication between the two
vehicles using CAM messages. The VSIM software simulates the vehicles
following their respective paths and generates a GNSS (Global Navigation Satellite
System) data stream for both. This data stream is then fed to their respective OBUs
via TCP/IP (Transmission Control Protocol/Internet Protocol) connection.
The architecture of the test system is shown on Figure 1.

- v
‘ g GNSS data stream from simulation

-}{’_Euhda o.#{ Cohda

Wireless’

((" v

Wireless

802.11p
sv ")) (DSRC)

Figure 1
Test system architecture

The test cases were implemented in the virtual model of the ZalaZONE test field to
provide the possibility for the real test-based verification of the experimental results
[21]. The below presented laboratory setup was used to carry out the measurements.

Figure 2

Measurement laboratory setup
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2.2 Representing Safety Risk

The below-presented part of the article describes the indicator applied to
characterize safety risk. Beyond the vehicle generally applied dynamics parameters,
the developed Safety Risk Index (SRI) considers the relevant QoS parameters, such
as packet delivery ratio (PDR) or end-to-end latency (E2E). During the analysis, the
stopping distance (denoted by d.,;;) was evaluated to characterize the safety level
of a specific scenario.

When CAMs do not arrive before the following vehicle approaches the front vehicle
to the stopping distance (d; ), the following car will not have enough distance to
decelerate to a safe speed and avoid the accident.

In light of the above, if a CAM arrives to the following vehicle before the critical
point, the car can prevent the collision. However, we also need to emphasize that it
is not advantageous if the CAM arrives too early since the situation will not be
classified as a hazardous event. Following this, we can identify a warning period
(twarn) in which the CAM should arrive. If the speeds of the cars are higher, the
warning period has to be longer.

Accordingly, in the development procedure of ADAS/ADS (Advanced Driver-
Assistance System/Automated Driving System) applications, we must consider the
proportion of the warning and the critical period. If the proportion is smaller, the
application will become more effective, but the risk related to the application will
also be larger.

The indicator describing safety risk is defined by multiplying the estimated
occurrence and severity values in the case of specific scenarios due to the delayed
arrival of cooperative awareness massages.

The occurrence value related to the delayed arrival of cooperative awareness
messages in a specific scenario is calculated by subtracting the arrival timestamp
(trs ) from the center point of the warning period (trs cgnt)-

According to our concept, we estimate severity based on the collision energy. In
light of this, it can be derived from the kinetic energy of the colliding vehicles.
Following these assumptions, in the case of a longitudinal scenario, severity is
proportional to the difference between the squares of velocities. In that case, risk
can be represented by the following formula:

SRI = (tTS - tTS_CENT) *depig (1)

Based on Eq. 1. we calculated the risk values related to the implemented test
scenarios. Following this, it became possible to identify the polynomial regression
function (Eq. 2.) capable of estimating the risks in the case of specific combinations
of the considered input variables, such as the values of the investigated vehicle
dynamics and QoS parameters:
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3 Results

This section focuses on the outcomes of the executed measurements. The safety risk
of the V2V test cases is analyzed by applying the presented safety risk index.
The below-presented figure pairs compare the risk functions. The left side of the
figures show a low-latency scenario with minimal (~0 ms) E2E latency, the right
side shows a high-latency (1000 ms) scenario. Each figure contains the results of
two measurements, one with PKI authentication turned on (blue continuous line)
and one with PKI turned off (black dashed line). Due to applying polynomial
regression to the calculated SRI values the resultant safety risk values are
normalized.

3.1 Test Case TC1

In the first test case, the subject vehicle moves at 40 km/h while the target vehicle
moves at 20 km/h. Due to the relatively low velocities, the expected risk level is
relatively low. In both low- and high-latency cases the risk function is steeper when
the PKI authentication is switched on.

SV velocity = 40 km/h, TV velocity = 20 km/h

E2E =0 ms E2E = 1000 ms
104 q
—— PKlon —— PKlon
== PK] off == PKI off

0.8

0.6

Safety Risk

0.0

T T T T T T T U
0 20 40 60 80 100 0 20 40 60 80 100

PDR [%] PDR [%]

Safety Risk function for TC1 test case
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Table 2
Safety Risk values for TC1 test case

PDR E2E Without PKI | With PKI

0 ms 0.193 0.281
10% 500 ms 0.254 0.342
1000 ms 0.315 0.403
0 ms 0.095 0.121
50% 500 ms 0.156 0.182
1000 ms 0.218 0.243

0 ms 0.022 0
100% 500 ms 0.083 0.061
1000 ms 0.145 0.122

3.2 Test Case TC2

In the following test case, the subject vehicle moves at 70 km/h, while the target
vehicle moves at 50 km/h. We can recognize that the safety impact of the PKI
authentication process is not emphatic, only a small difference can be observed at
extremely low PDR levels (under 20%).

SV velocity = 70 km/h, TV velocity = 50 km/h

E2E=0ms E2E = 1000 ms
104 q
= PKl on = PKl on

—— PKl off —— PKl off

0.8 4

0.6

Safety Risk

0.4

0.2 1
[ -

00 [} 2‘0 4‘0 ﬁb BIO 100 0 Zb 4‘0 Gb Bb 100
PDR [%] PDR [%]
Figure 4

Safety Risk function for TC2 test case
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PDR

Table 3
Safety Risk values for TC2 test case

E2E Without PKI | With PKI

0 ms 0.066 0.095

10% 500 ms 0.127 0.156
1000 ms 0.188 0.217

0 ms 0.051 0.042

50% 500 ms 0.113 0.103
1000 ms 0.174 0.164

0 ms 0.131 0.134

100% | 500 ms 0.192 0.195
1000 ms 0.253 0.256

3.3 Test Case TC3

In the third test case, the target vehicle moves at 20 km/h while the subject vehicle
moves at 70 km/h. Due to the more considerable difference in velocities, the safety
risk takes larger values when the quality of service becomes lower. On the other
hand, we have to emphasize that the packet delivery ratio has a more significant
influence on the safety risk. Comparing the safety risk of the systems with and
without PKI authentication, the maximum value of the system with PKI is ~0.1
larger than that of the system without PKI.

SV velocity = 70 km/h, TV velocity = 20 km/h

1.0

0.8 4

0.6

0.4

Safety Risk

0.2

0.0

E2E=0ms E2E = 1000 ms
= PKl on = PKl on
== PKI off == PKI off

0 20

40 60 80

PDR [%]

100 0 20 40 60 80 100

PDR [%]

Figure 5
Safety Risk function for TC3 test case
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Table 4
Safety Risk values for TC3 test case

PDR E2E Without PKI | With PKI

0 ms 0.389 0.501

10% 500 ms 0.45 0.562
1000 ms 0.511 0.623

0 ms 0.178 0.198

50% 500 ms 0.239 0.26
1000 ms 0.3 0.321

0 ms 0.086 0.069

100% 500 ms 0.147 0.13
1000 ms 0.208 0.191

3.4 Test Case TC4

Regarding the fourth test case, the target vehicle moves at 50 km/h while the subject
moves at 100 km/h. Similar to the previous test case, the more significant difference
in the velocities results in larger safety risk values in the case of lower quality of
service levels. Besides this, we can also observe that the packet delivery ratio
considerably impacts the safety risk. Comparing the safety risk of the systems with
and without PKI authentication, the maximum value of the system with PKI is about
the same as the system without PKI.

SV velocity = 100 km/h, TV velocity = 50 km/h

E2E = 0 ms E2E = 1000 ms
104 q
= PKl on = PKl on
== PKl off == PKI off
0.8 4 4
4
2 06
o
z M
]
T 04NN |
w N
0.2 1
0.0 ; ; : P - . . : ;
) 20 40 60 80 100 0 20 40 60 80 100
PDR [%] PDR [%]
Figure 6

Safety Risk function for TC4 test case
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Table 5
Safety Risk values for TC4 test case

PDR E2E Without PKI | With PKI

0 ms 0.372 0.396

10% 500 ms 0.433 0.457
1000 ms 0.495 0.518

0 ms 0.116 0.11

50% 500 ms 0.177 0.172
1000 ms 0.238 0.233

0 ms 0.105 0.104

100% 500 ms 0.166 0.165
1000 ms 0.228 0.227

3.5 Test Case TC5

Analyzing the TCS test case, the target vehicle moves at 20 km/h while the subject
vehicle moves at 100 km/h. In this test case, the large difference between the
vehicles’ velocity increases the safety risk significantly, especially when PDR is
under ~30%. Besides, we can also observe that the packet delivery ratio
considerably impacts the safety risk. The maximum safety risk in the case of the
system with PKI approaches the value of 0.8 when the latency is relatively high.

SV velocity = 100 km/h, TV velocity = 20 km/h

E2E=0ms E2E = 1000 ms
104 q
= PKl on = PKl on

—— PKl off —— PKl off

Safety Risk

0.0

0 20 40 60 80 100 0 20 40 60 80 100

PDR [%] PDR [%]

Figure 7
Safety Risk function for TCS test case
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Table 6
Safety Risk values for TCS test case

PDR E2E Without PKI | With PKI

0 ms 0.513 0.593

10% 500 ms 0.574 0.654
1000 ms 0.635 0.716

0 ms 0.194 0.179

50% 500 ms 0.255 0.24
1000 ms 0.317 0.301

0 ms 0.163 0.173

100% 500 ms 0.225 0.234
1000 ms 0.286 0.295

3.6 Test Case TC6

Regarding the most dangerous test case, the vehicles travel with 50 km/h and 130
km/h. In accordance with the above, we can observe the highest safety risk values
among the examined scenarios in this test case. We can also conclude that the safety
risk function changes steepest in this test case as a function of the packet delivery
ratio.

SV velocity = 130 km/h, TV velocity = 50 km/h

E2E =0 ms E2E = 1000 ms
1.0 4 q
= PKl on = PKl on
== PKI off = = PKI off
0.8 4 4
s
2 0.6
o
z
()
“lE 0.4 4
wu
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PDR [%] PDR [%]
Figure 8

Safety Risk function for TC6 test case
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Table 7
Safety Risk values for TC6 test case

PDR E2E Without PKI | With PKI

0 ms 0.824 0.822

10% 500 ms 0.885 0.883
1000 ms 0.946 0.945

0 ms 0.295 0.296

50% 500 ms 0.356 0.357
1000 ms 0.418 0.418

0 ms 0.261 0.255

100% 500 ms 0.322 0.316
1000 ms 0.383 0.377

Conclusions

Our article investigates the impact of Public Key Infrastructure (PKI) based
authentication processes, on the safety risk caused by the increased processing time
in the case of different QoS parameter levels.

To evaluate the quantified risk values of the investigated test cases and to analyze
the behavior of the system depending on different vehicle dynamics, we investigate
the relationship between the change in the analyzed QoS parameters and the risk
level related to the test cases.

When the packet delivery ratio is low, the value of the safety risk becomes
outstandingly high, above 0.9. If we focus on the test cases with PKI switched on,
we can observe that when the PDR is low, the risk values are generally larger than
without the PKI. Tough the differences vary the maximum difference is ~0.11.

When the packet delivery ratio gets higher, the risk levels related to the test cases
with and without PKI get closer. Accordingly, if the packet delivery ratio is close
to 100%, the overhead of the PKI process becomes negligible.

Based on our outcomes, the safety impact of Public Key Infrastructure based
authentication is insignificant. The increased processing time can only result in
unsafe cases if the quality-of-service decreases below an unacceptable level.

To solve this difficulty, we need to consider case-dependent resource allocation and
make further computational resources available to our automotive systems in the
case of critical situations when the QoS parameters make it necessary to reduce the
processing time of the authentication process.

To reduce the mentioned risks, adaptive security-related solutions or detailed
system limitations can be applied. System limitations must be validated to approve
if the investigated applications can be operated safely by controlling system
parameters between the pre-defined limits.
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Based on the concluded outcomes of the research, we can formulate the following
key messages:

e Packet loss has stronger effect on safety risk than latency.
e In the case of normal QoS levels, PKI has negligible effect on safety risk.

e If QoS reduces, PKI’s negative effect on safety risk becomes more
pronounced. In this case, adaptive, risk-reducing measures should be
implemented and applied.
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